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Cyber Defense: three fundamental  steps 

ñIt would seem that Caesar's recurrent and 

deep-rooted fault was his concentration in 

pursuing the objective immediately in front of 

his eyes to the neglect of his wider object. ñ 

ˈ B.H. Liddell Hart, Strategy 
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4B 
Users 2019 

 

5.9B 
Smartphone 

Connections 2020 

44 ZB 
Data zettabytes in 

2020 

24.4B 
IP-connected 

devices 2019 

200B 
IoT Devices 2019 

 

159 B$ 
Global public 

cloud market 

2020 

168 EB 
Exabytes/month 

in IP traffic in 

2019 

0 
Downtime & 

Latency request 

In 5 years 
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The future 
Physical and Digital worlds  

overlapping  at an  
unprecedented rate 

Biotechnologies, blockchain, 
nanotechnologies, robotics, 3d 

printing, cyber-physical systems, 
massive usage of augmented 

reality and artificial intelligence. 

Societies will be a networked cyber 
physical ecosystem of services, 
systems, people, information 

Low investments, limited risks, disruptive effects.  
Whatever the objective, the cyber option will be 

more and more appealing for hostile entities. 
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Some signals 

 

Digital Trust is first 

inhibitor factor to UE 

Digital Single Market 

 

Connected everything 

fuels the emergence of 

new attack vectors  

 

NATO declared Cyber the 

5th Battlespace domain 

 

Cyber is a main point in 

most of Nations and 

Board Rooms' Agendas. 
 

Impacted sectors 
 

Transport  

Autonomous systems, Situational 

awareness 

 

Security  

 Drone technology, Weapon 

systems, Situational awareness 

 

Energy  

Smart grid and innovative 

EMS/DMS 

  

Healthcare 
Smart medical devices, Big data. 

robotics 

 

Banking 
Blockchain technology 

 

The question 

 

How to manage this complexity for 

scenarios like  Terrorism, 

Cybercrime, Immigration Flows and 

Border control, Protection and 

Resilience of Transportation,  

Communications, Energy, 

Manufacturing ? 

 

How to  

build / maintain  

TRUST? 
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The world 

 

ÅItaly under strong cyber espionage  

ÅAttacks to Ukraine Crtical Infrastructures 

ÅUS claim Russians attacks to presidential elections  

ÅTurkey claims US attacks to Crtical Infrastructures 

ÅSaudi claims Iranian malware attacks 

ÅEstonia, Georgia, Moldavia, Crimea, é 

ÅScandinavia: Air Traffic Management, Railway 

Ticketing, Comms & Telco 
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TECHNOLOGICAL EVOLUTION 
 

Å the infrastructure available to armed forces encompasses cyber-physical systems, 
autonomous systems, intelligent sensors, satellite and wireless, new applicationsé 

STRATEGIC EVOLUTION 
Å After the Warsaw Summit for NATO cyberspace will become, practically, an operating 

theatre 
Å Computer Network Operations (CNO): not only defense, but real active military 

operations in Joint & Combined scenarios 

Å Promotion of collective defense & reaction 

CYBER WARFARE 
Å the use of electronic technologies, computer and telecommunication systems to harm 

the interests and infrastructures of a country, at large 

Will Cyber War take place? 
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Three fundamental steps 

(Co)operate 
Locally 

Source 
Carefully 

Learn 
Globally 


