Cyber Defense: three fundamental steps
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Biotechnologies, blockchain,
nanotechnologies, robotics, 3d
printing, cybefphysical systems,

massive usage of augmented
reality and artificial intelligence.

The future

Physical and Digital worlds
overlapping at an
unprecedented rate

Societies will be a networked cyber
physical ecosystem of services,
systems, people, information

Low investments, limited risks, disruptive effects.
Whatever the objective, the cyber option will be
more and more appealing for hostile entities.



=~ LEONARDO

SECURITY & INFORMATION SYSTEMS wilb

NATO declared Cyber the
5th “Batﬂespace domain

Cyber IS a maln pomt in
most of Nations and
Board Rooms' Agendas,.'
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Impacted sectors

Transport
Autonomous systems, Situational
awareness

Security
Drone technology, Weapon
systems, Situational awareness

Energy
Smart grid and innovative
EMS/DMS

Healthcare
Smart medical devices, Big data.
robotics

Banking

Blockchain technology

The question

How to manage this complexity for
scenarios like Terrorism,
Cybercrime, Immigration Flows and
Border control, Protection and
Resilience of Transportation,
Communications, Energy,
Manufacturing ?

How to
build / maintain
TRUST?
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Will Cyber War take place?

TECHNOLOGICAL EVOLUTION

A the infrastructure available to armed forces encompasses cyber-physical systems,
autonomous systems, intelligent sensors, satellite and wireless,newa pp |l I cat i o

STRATEGIC EVOLUTION

A After the Warsaw Summit for NATO cyberspace will become, practically, an operating
theatre

A Computer Network Operations (CNO): not only defense, but real active military
operations in Joint & Combined scenarios

A Promotion of collective defense & reaction

CYBERVARFARE

A the use of electronic technologies, computer and telecommunication systems to harm
the interests and infrastructures of a country, at large
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